Smart Solutions

CITIES Visor

Videosurveillance on Vehicles
Public transport companies are increasingly warning of
the need to improve safety on their vehicles to combat
vandalism and crimes against passengers and drivers. An
effective way of preventing this kind of behaviour is using
on-board television cameras which are dual purpose: a
deterrent for the criminal and an investigative tool for any
inquiries.
CITIESvisor, a result of Selex ES long experience in the areas
of transport and security, is an on-board video-surveillance
system which records images on the spot and then, on the
driver’s signal, transmits them to the control center.
COMPLIANCE WITH PRIVACY LEGISLATION
In compliance with privacy legislation, CITIESvisor works
conceptually like a black box: it continuously records the
images from the television cameras and encrypts them.
The material videotaped on board is only downloaded when
a formal complaint has been made and the recorded images
can only be viewed with authorization from the competent
authorities.

To prevent unauthorized persons gaining access to the
images, they are immediately encrypted after they are filmed
and remain encrypted while being transferred from the onboard memory unit to the consultation database.
The video material can only be consulted at the control
center and, in any case, only by qualified staff after entering
a double access key (one in the hands of the local public
transport company and the other kept by the competent
authorities).
The images are either kept on board or on the viewing system
for a fixed period of time (typically no more than a week).

ARCHITECTURE
The system is based on a distributed, flexible and robust
architecture, of which the functions are shared between the
operational headquarters, where the images recorded on the
vehicles are collected and stored, and the on-board system,
comprising of a smart unit, television cameras, a video
recorder, a GPS localizer and devices for data and voice
communications to the control center.
Recording the images and handling distress signals
CITIESvisor uses the Elsag Datamat OC-AVM on-board
computer, fitted with a module which can operate up to
4 television cameras (with the option of adding further
modules up to a maximum of 12 television cameras), a video
recorder and a hard disk.
The images from the television cameras are filmed at
a variable frequency of 1 to 25 frames per second,
compressed in MPEG4, encrypted with the AES algorithm
and indexed.
Images are stored on the on-board recorder on a loop, on a
disk big enough to keep the images for about a week. If there
is a distress signal, made by the driver using the special
pedal, the smart unit on-board communicates this fact to the
video recorder module which indexes the images and sends
some “un- encoded” images to the on-board unit. These
images can be viewed on the driver’s touch-screen terminal
and sent to the operational headquarters using the smart
unit’s GSM/GPRS module.

Transmitting and viewing the images
To study un-encoded material for investigative purposes,
the images must first be transmitted to the central viewing
system.
They can be transmitted manually using a laptop
connected to the video recorder over an Ethernet network
or automatically over a wireless network using the WLAN
802.11 b/g interface of the smart unit on board. In both
cases the images being transferred are encrypted, so that
they cannot be viewed or manipulated during transmission.
Normally they are not deleted even when they have been
viewed so as to ensure they are constantly available.
As mentioned above, the images can only be decrypted and
viewed with the competent authorities’ consent. It is easy to
consult the images using Elsag Datamat’s S3I (Integrated
Security Systems and Solutions) video- surveillance product,
by entering one or more search terms, such as the vehicle
registration number, the time period, the television camera of
interest, etc.
The user can directly select the moment when the video
should start from or select a point on the timeline. If there
are alarm signals in the sequence recorded on the bus, these
are highlighted on the timeline, and shown on the timeline in
such a way that the operator can quickly view the footage of
interest.
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